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Abstract

In recent years, access to multimedia data has become much easier due to the rapid growth of the
Internet. While this is usually considered an improvement of everyday life, it also makes unauthorized
copying and distributing of multimedia data much easier, therefore presenting a challenge in the field of
copyright protection. Digital watermarking, which is inserting copyright information into the data, has
been proposed to solve the problem. In this paper, we first discuss the features that a practical digital
watermarking system for ownership verification requires. Besides perceptual invisibility and robustness,
we claim that the private control of the watermark is also very important. Second, we present a novel
wavelet-based watermarking algorithm. Experimental results and analyses are then given to demonstrate

that the proposed algorithm is effective and can be used in a practical system.
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I. INTRODUCTION

The rapid growth of the Internet increases access to multimedia data tremendously. This fact,
combined with more powerful image processing software and faster personal computers, presents
a challenge to copyright protection of multimedia data as unauthorized copying and distributing
of digital images, video, etc. also become easier. During recent years, digital watermarking has
drawn a lot of attention as a solution of this problem [1]-[14]. In general, a digital watermarking
algorithm tries to adhere some copyright information to the original data. Although watermarks
can be visible, invisible watermarks are usually preferred. Hence, this paper, like many others,
will focus on invisible watermarking schemes. Another requirement for digital watermarking
algorithms is robustness. In other words, the watermark should survive the common signal
processing operations and counterfeit attempts.

We shall focus on digital image watermarking in this paper. Quite a few digital image water-
marking schemes have been proposed in the 1990s [1]-[6]. Although the early algorithms usually
require the subtraction of the original image from the test image to detect the watermark [1]-[4],
recent work showed that for ownership verification, the above subtraction would create severe
problems [5]. Basically, an “original” image can either be the original image or obtained by sub-
tracting the counterfeiter’s watermark from the original image, and there is no way to distinguish
one from the other. Therefore, a watermarking algorithm for ownership verification should avoid
performing such subtraction in the detection process.

Most digital watermarking papers in the literature are proposing new algorithms. Some of
these algorithms, although very clever, cannot be used in a practical system. Therefore, before
proposing our algorithm, we want to discuss the requirements of a practical image watermarking
system for ownership verification of digital images. The rest of this paper is organized as follows:
Section II discusses the necessary features that a digital watermarking system for ownership
verification needs in the real world. Section III reviews some necessary background on wavelets
and filter banks for our algorithm. We present our algorithm in section IV. Experimental results
and analyses are given in section V to demonstrate the performance of the proposed algorithm.

Conclusions and comments are given in section VI.
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II. REQUIREMENTS FOR PRACTICAL WATERMARKING SYSTEMS

In a practical digital image watermarking system for ownership verification, there should be
at least two parties: the owner of the images and a legal authority. We want to start this section
by discussing the division of responsibilities between these two parties.

The first question is what each of the two parties should store. We begin with the storage
requirement for the legal authority. The need to register the watermark is obvious. Otherwise, if
one can claim anything to be his watermark, he can claim the ownership of any image. However,
we do not think that it is practical to require the registration of each image. A system only
makes sense when it serves a fairly large number of owners. Each of these owners possesses many
images and keeps producing new images everyday. So, the total number of images will be huge,
and the storage of all the images is too expensive. Besides the storage problem, when a new
image comes in, the authority also needs to check all the registered images to make sure that
it has not been registered. This is expensive as well. Therefore, even if the registration of each
image is possible, it will increase the cost of the registration. Some of the owners may give up
on the registration process and some others will only register some of their images because of
the expense. In general, a copyright protection system works better when everybody complies
because there is less ambiguity. On the other hand, if only the watermark requires registration,
an owner can register one or several watermarks at the beginning and only pay a very small
annual fee. The burden on the authority also decreases. The storage requirement is much lower,
and the authority only needs to make sure the watermark of a new user does not coincide with
the old ones.

Then, what should the owner store? It seems that the owner only needs to store the images.
However, we do not think that it is so simple. If we model the watermarking insertion procedure
by equation X' = X + W, where X' is the watermarked image, X is the original image, and W
is the added watermark, we claim that W should not be the same in each image. Otherwise, one
can easily show that a counterfeiter can estimate the owner’s watermark if he adds a number of
the watermarked images from the owner. Although the number of the images required is very
large, there will always be a distant danger. When a counterfeiter knows W, he can easily remove
the watermark from all the images. Another problem for inserting the same watermark in every
image is that it is obvious when the system is created, the database at the legal authority will

be a target of hackers. In the case of a security breach, a counterfeiter will know the watermark

October 11, 2001 DRAFT



IEEE TRANSACTIONS ON IMAGE PROCESSING, VOL. XX, NO. Y, MONTH YEAR 103

of the owner. We shall argue later in this section that the watermark algorithm might need to
be standardized. In that case, a counterfeiter will know both the watermark and the algorithm,
hence he can remove the watermark. To avoid these problems, the owner should insert different
formats of the watermark into images. In other words, he will have private keys. If these keys do
not require registration at the authority, even if the database in the legal authority been hacked
into, no one can remove the watermarks. Basically, even the authority itself cannot remove the
watermarks without the private keys. Furthermore, the owner may want to create a set of private
keys for each image. Most digital watermarking papers in the literature assume the counterfeiter
does not know the watermark and/or the algorithm. However, we know that a lot of crimes are
committed with inside help. In our case, if the owner creates a set of keys for each image, then
even if a counterfeiter knows the watermark, the algorithm, and some sets of keys, the damage
is limited to the corresponding images instead of the whole image database of the owner. This
may be extremely desirable when the owner is a large company. So, the effect of one misbehaved
operator will be limited. If such keys exist, it is quite natural to require they have a reasonable
length to limit the storage overhead.

The second question is who should perform the watermark detection procedure. There is no
doubt that the authority should perform the detection procedure and provide testimony when a
copyright dispute is taken to the court. However, it is not realistic to ask the authority to detect
all the copyright violations in the first place, because it would require that the legal authority
process all images and try to detect the watermarks of all owners in an image. This is very
resource-consuming and will increase the operation cost dramatically. Particularly, if the system
provides owners private control of the watermark, this may become impossible. A more realistic
way is that the owner should first try to find any counterfeiters of his images. Because the owner
is more familiar with his images, it is usually easy for him to recognize the images even if they
have been manipulated. In addition, the number of images and the number of watermarks of
one owner are much smaller than those of all owners. When the owner is suspicious of an image,
he will perform the watermark detection procedure on that image. If he detects his watermark
in the image, he will take the case to the court. The court will ask the authority to verify the
owner’s claim, and the owner will provide the private key for the particular image to enable the
authority to perform the detection procedure. The cost of such verification can be easily added

to the punishment of the counterfeiter if the court decides that the copyright violation really
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takes place. Therefore, the operating cost of the system will stay low.

Now, we discuss what kind of algorithm the system should use. As mentioned above, we think
that the algorithm(s) used by the system should be standardized. Most of the algorithms pro-
posed in the literature use some sort of pattern recognition algorithm in the detection procedure.
For any algorithm, there will be a probability of false alarm. In other words, given an arbitrary
unwatermarked image, there is a chance that the detection procedure will claim that there is a
watermark in it. To make a watermarking algorithm work, such false alarm probability should
be very small. If the owner can use any algorithm, when a case is taken to the court, a lot of
resources will be spent to verify if the false alarm probability of the owner’s algorithm is small
enough. To avoid doing this on a case by case basis, the algorithm(s) should be standardized.
The probability of false alarm is known and consented to by all parties.

Then, what should a standardized algorithm satisfy? Besides the common requirements of
invisible watermarks and robustness, we already showed that the algorithm should not depend
on the subtraction of the original image in the detection procedure. We also showed that the
algorithm should have the ability to create a private key for each image and insert the watermark
according to the key. However, this also adds another requirement for the algorithm. Given an
arbitrary unwatermarked image, the owner must not be able to create a key so that he can
detect his watermark in the image. In other words, there should not exist a reverse engineering
algorithm to create the key based on the image.

In summary, we list all the requirements below:
¢ The legal authority

— stores the watermarks
— does not store all the images
— performs the final watermark detection
— does not search for copyright violations in the first place
— cannot remove the watermark from the image
e The owner
— stores images and private keys
— searches for counterfeiters of his images
o The Algorithm
— should be standardized
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— achieves watermark invisibility

— achieves robustness

— does not require subtraction of the original image in watermark detection
— gives owner private control of the watermark

— prevents reverse engineering of the private keys

ITII. BACKGROUND ON WAVELETS AND FILTER BANKS

Before we introduce our algorithm, we review some necessary background on wavelets and
filter banks.

The study of the wavelet transform has thrived in the past two decades. Now, the wavelet
transform is considered to be a fairly simple mathematical tool, and it has many applications
in various fields. The continuous and discrete wavelet transforms are given in equations (1) and
(2), respectively [15].

(T )@ b) = lo ™ [ f@w(" "t (1)

T (f) = 05" [ FOlag™t — nbo)dt. 2

The wavelet transform also finds its way into the field of signal analysis. Compared with the
traditional transforms, the Fourier Transform for instance, the wavelet transform has an advan-
tage of achieving both spatial and frequency localization. In digital signal and image processing,
the discrete wavelet is closely related to filter banks. A typical 2-channel decomposition and
reconstruction structure is given in Fig. 1.

It is well-known that the filter banks will provide perfect reconstruction (i.e., z = 7 in Fig. 1)

if they satisfy equations (3) and (4) [16].
Ho(2)Go(z) + Hi(2)G1(z) = 2; (3)

Hy(—2)Go(2) + Hi(—2)G1(z) = 0. (4)

A very important class of filter banks are orthonormal filter banks. For two-channel, orthonor-
mal, FIR, real-coefficient filter banks (T.O.F.R.FB.), equations (3) and (4) are equivalent to
equations (5), (6) and (7)[16].

Go(2)Go(z ) + Go(—2)Go(—2 1) = 2 (5)
Gi(z) = =2 1Go(—271),k € Z; (6)
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X
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(a) analysis part
—» *t2 » G, >
X
O
—» t2 » G, >

(b) synthesis part
Fig. 1. 2-channel decomposition and reconstruction structure

Hi(z) = Gi(z1),i € {0,1}. (7)

Furthermore, it is easy to show that if we define P(z) = Go(2)Go(27!), then
Pz)y=1+ Z arzF, ap = a_y, [16). (8)
k odd
To extend the above analysis to images, we can consider digital images as 2-D signals and apply
the 1-D wavelet transform to the horizontal and vertical directions separately. The structure is

given in Fig. 2 [17]. in Fig. 1 or Fig. 2 depending on the dimension of the signal.

IV. WATERMARKING ALGORITHM

In this section, we present our algorithm for watermarking digital images. As the authors
in [18] stated, the human visual system has different sensitivities for different frequencies. The
low frequency noise is usually more noticeable [3]. Another known fact is that lossy compression
schemes often eliminate high frequency components. Therefore, our algorithm, like many existing
algorithms, inserts the watermark into the middle-frequency range to achieve both perceptual
invisibility and robustness to compression.

In Section II, we claim that the owner should have private control over the watermark. In our
algorithm, we use randomly generated orthonormal filter banks as a major part of the private

key. In equation (8), we showed a requirement for orthonormal filter banks. On the other hand,
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(a) analysis part
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(b) synthesis part
Fig. 2. Image decomposition and reconstruction structure

suppose we have a polynomial P'(z) that satisfies:

Plz) =14 Y apz % ap = dy; 9)
k odd

where > aj, = 1, a}, > 0; because P'(z) > 0, Vz € {z : |z| = 1}, P'(z) is spectral factorizable, i.e.,
3 Gy(2), s.t. P'(2) = Gy(2)Gh(z71) and Gy(2) is the lowpass synthesis filter of a T.O.F.R.FB.
Therefore, we can randomly generate orthonormal filter banks by randomly generating P'(z)’s.
In addition, we can control the behavior of the filter bank by adding certain constraints to the
aj’s.

Besides generating random filter banks, by choosing which middle-frequency band that the
watermark will be embedded into, the owner can have more private control over the watermark.
The stuctures in Fig. 2 can be cascaded to create a wavelet pyramid. Several middle-frequency
bands will be valid candidates. Fig. 3 shows a possible decomposition structure and a middle-
frequency band to embed the watermark.

The watermarks used in our algorithm are binary images with values +1. These binary images
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Lowpass

————————— Highpass

(a) decomposition structure

LL2 HL2

HL1

LL3 HL3

LH2

LH3

LH1 HH1

(b) wavelet pyramid (shaded LL5 chosen to embed watermark)

Fig. 3. An example of eligible middle-frequency band to embed the watermark (note: the LL, LH, HL,

and HH notations are different from those in standard compression papers)
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do not require much storage space and can be designed as the owner’s seal. However, to make
the watermark hard for counterfeiters to detect, the watermark that we want to embed should
be an image of real numbers because the wavelet coefficients are real numbers. Therefore, we
develop the following method to transfer a binary image into a real-numbered image. First, we
scan the binary image row by row. If the size of the image is n by n (n is always even in our

algorithm), we will have a vector of n? by 1. We define it as 7§ and compute

o = R1Ry5; (10)

where 3 )
cosf; —sinb,
sinf; cos 6
Rl = )
cosb,2_; —sinb,2_;
sinf,2_; cosf,2_;
and _ }
1
cosfy —sinfy
sinfy  cosfs
Ry =

cos@,2_9 —sinf,2_o
sinf,2_5 co0s80,2_o

1

By rescanning 71 back to a matrix, we will have a real-numbered images. It is obvious that R; Ro
is equivalent to a series of rotations. So, the energy of the new image is the same as the original
binary image. The legal authority can generate a set of 6;, i € {1,2,...,n%2 — 1} (note: all 0’s
in Ry are odd indexed and €’s in Ry are even indexed), and every registered watermark can be
transformed into a real-numbered image using the set of §’s. We define it as wy. Another obvious
fact is that if two original watermarks are different, their transformed images will be different as
well.

Although the above procedure transforms the original binary watermarks into real-numbered
watermarks, the watermark that will be embedded by the same owner is still the same for every

image. Here is an algorithm to scramble the watermark to make it different from image to image.
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First, we convert the image back to vector 7{. Then, given an arbitrary vector ¥ whose elements
are non-negative integers, we can create vector o3 using & by doing the following. Starting from
the first element in 7, we count s(1) elements and assign the resulting element as the first
element of 73, i.e., vo(1) = vy(s(1) + 1). Then, we remove the element that we just processed
from o{ and count s(2) elements from that point, then assign this element as the second element
of 75. If we consider v{ and ¥ to be circular vectors and repeat the above procedure, then after
n? steps, U3 will be a rearranged vector of 7{. The rearranging process is reversible assuming we
always have access to &. Again, we can easily convert 73 into an n by n image.

In this paragraph, we present the detailed steps of our watermark embedding algorithm. First,
based on the size of the image and the size of the watermark pattern, the number of decomposition
levels is determined. Second, if the number of levels determined is L, 2L.4-2 sets of T.O.F.R.FB.’s
are randomly generated. These filter banks are very important and have to be saved for the
watermark embedding and detection processes. The wavelet decomposition pyramid and the
middle-frequency band to insert the watermark are also chosen. Then, the analysis filters are
used to decompose the image. For each 1-D decomposition, a different pair of analysis filters are
used. Hence, 2L pairs of filters are used for L levels. The middle-frequency band that we chose
should be one of the four bands of the highest level, and the next step is to replace the coefficients
in that band by an image achieved using the following method. The first digits after the decimal
point of the first coefficient of each analysis filter are put together to create a vector ¥ of length
2L.4+2, then using the methods described in the previous paragraphs, we can get a scrambled
real-valued version of the owner’s watermark. This watermark is multiplied by a proper factor
to adjust the energy of the embedded watermark, and then the magnified watermark is simply
divided into four square parts equally. Using these parts as coefficients of LL, LH, HL, and
HH bands and the synthesis filters of the two sets of filter banks that have not been used, we
can create another image of the size of n by n using 1-level wavelet reconstruction structure for
images. The common belief is that a watermark is hard to attack if the counterfeiter cannot find
where it is. We use this reconstructed image to replace the coefficients in the pre-selected band.
Since the above procedure decreases the differences between the embedded watermark image and
the coefficients in the pre-selected band, this will make it hard for the counterfeiter to decide
which frequency band is used to embed the watermark as demonstrated later in Section V. The

corresponding synthesis filters are then used to reconstruct the watermarked image. In addition,
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Fig. 4. Block diagram

we need to round off the pixel values of the watermarked image to make sure that it has the same

gray scale range as the original image. The block diagram of the embedding process is given in

Fig. 4.

The detection process is basically the inversion of the embedding process. Using the stored

information of the filter banks, decomposition structure and middle-frequency band, we can

obtain the coefficients of that band of the suspect image. Then using the corresponding analysis

filters, we decompose the image in that band into four bands and tile them together to create
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a new image wg. Furthermore, we recreate the scramble vector ¥ and descramble wq into w;.
Then, we normalize the energy of wl to be the same as our watermark and define the normalized
image to be we. Next, we compute the correlation between wy and wy. If it is greater than a
preset threshold, we claim that the suspect image contains the watermark. The block diagram
of the detection process is also given in Fig. 4.

The watermark detection process in our algorithm, like in many existing algorithms, is similar
to determining the existence or absence of a signal in a noisy environment; this fact implies we
have to analyze the probability of false alarm. Assuming the watermark size is n by n, because
we normalize the energy before we compute the correlation, all possible patterns are lying on a
sphere of dimension n? with radius one. We define m = n?. The surface area of a m-dimensional
sphere of radius p is

S =mVpp™ 1, (11)

am/2

where V,,, = (@PH [19]. We assume that all possible patterns are of equal probability. In other
words, they are uniformly distributed on the sphere. Then, the false alarm probability Py, which
is the probability that an arbitrary pattern has a correlation with the watermark pattern larger
than the threshold T, equals to the fraction of two areas %. A is the area of the whole sphere,
while A; contains all points on the sphere whose inner product with the point corresponding to
the rotated watermark pattern w; is larger than 7. Without loss of generality, we can rotate the
coordinate axes to make the rotated watermark pattern correspond to the point [1,0,0,...,0].
Then using equation (11), it is easy to show that

A = /l(m W (VI (12)

T V1—22

and A = mV,,. Therefore, Py can be calculated by equation (13).
_ = DV (V=)

P
! mVm

(13)

The threshold 7" should be chosen to give a relatively small false alarm probability. For instance,
if the watermark is 16 by 16, we list the false alarm probability for various thresholds in Table
I. We can see that any reasonable threshold should be greater than 0.35.

We claimed in Section IT that a practical algorithm should embed different versions of the
owner’s watermark for different images. In our algorithm, because we create different filter

banks for each image, create a scramble vector based on the filter banks, and might use different
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TABLE 1

THE FALSE ALARM PROBABILITY FOR DIFFERENT THRESHOLDS

Threshold(T) | False alarm probability(Py)
0 0.5
0.1 5.487 x 1072
0.2 6.337 x 10~*
0.3 4.811 x 1077
0.35 4.035 x 107°
0.36 1.394 x 1079
0.37 4.642 x 1010
0.38 1.488 x 10710
0.39 4.583 x 10~1
0.4 1.356 x 10711
0.41 3.850 x 1012
0.42 1.048 x 1012
0.43 2.729 x 10~13
0.44 6.795 x 1014
0.45 1.615 x 10~
0.46 3.661 x 10~15
0.47 7.897 x 10716
0.48 1.619 x 10716
0.49 3.150 x 10~17
0.5 5.803 x 10718
0.6 8.018 x 10~%7
0.7 1.843 x 10739
0.8 8.351 x 10799
0.9 3.046 x 1074
1 0

113
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decomposition structures and middle-frequency bands, the watermarks embedded are indeed
different from image to image. In addition, given an arbitrary image, there does not exist a
practical algorithm to generate a series of filter banks and use them to decompose the image so
that one band will have high correlation with a given pattern. The dependence of the scramble
vector on the filter banks adds more difficulty. Hence, the reverse engineering of the private keys
is essentially impossible.

Another thing that we need to address is the storage requirement. The legal authority only
needs to store the binary watermarks because the rotation matrices are always the same. If
the watermark size is n by n, each watermark only requires n? bits. For instance, a 16 by 16
watermark only requires 32 bytes. Therefore, the storage requirement for the legal authority
is reasonable. The owner needs to store the filter banks for each image. We have shown that
the filter banks can be generated from P’(z)’s and the coefficients of the P'(z)’s are symmetric.
Hence, if the length of the filters is 2K (the length of any orthonormal filter is even), only K
floating point numbers need to be stored for each set of filters. For example, if the decomposition
level L is 5 and the filter length is 6, 2L + 2 = 12 sets of filter banks are needed. Therefore,
the overhead storage for these filter banks is storing 12 x 6/2 = 36 floating point numbers. The
storage requirement for band information is 2 bits per level and because the scramble vector
depends on the filter banks, it does not require any extra storage. Therefore, the total storage
overhead for each image is low as well.

The last topic that we want to address in this section is what kind of filters we should choose.
To make the algorithm more robust to compression and counterfeit attempts, we want the filters
to have large sidelobes to put some of the watermark energy into lower frequencies. For instance,
if we pick the filter length to be six, then P'(z) = 1 + a/(z + 2z71) + a5(2 + 273) + ak(2° +
275). If we force a} < 0.2, then the filters will have large sidelobes. For example, if P'(z) =
14 0.1869(2 + 2~ 1) + 0.1201(22 + 273) + 0.1930(2° + 27%), then the lowpass analysis filter is
Hy(z) = 0.2149 — 0.07312~ " +0.1868272 — 0.1178273 4 0.30542z~* 4 0.89802~° and the highpass
analysis filter is H;(z) = —0.8980 4 0.3054z ! +0.117822 4 0.18682 3 +0.07312 * +0.21492 5.
As shown in Fig. 5, they will have large sidelobes.

V. EXPERIMENTAL RESULTS

In this section, we demonstrate the performance of our algorithm. We use test images of size

512 by 512 and choose the number of decomposition levels to be five. The band to embed the
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Fig. 5. An example of filters

watermark is the LL5 band shown in Fig. 3. The filter length is six, and we force a} < 0.2 for
all P'(z)’s. Our binary watermark is a 16 by 16 “PSU” pattern as shown in Fig. 6. We create
our rotation matrices by generating 6;,i € {1,2,...,255} that are uniformly distributed over the
interval [0, 27). The rotated watermark is also shown in Fig. 6. The multiplying factor, denoted
by K in Fig. 4, is decided by the empirical equation K = (M./My, + /E./Ey)/2, where M,
is the largest value of the magnitude of the wavelet coefficients in the selected band, M,, is the
largest value of the magnitude of the rotated watermark, E, is the total energy of the coefficients
in the selected band, and E,, is the energy of the watermark. We choose the threshold to be 0.4,
which produces a false alarm probability on the order of 10~!!. Because the gray levels of the
original images are from 0 to 255, we truncate and round up the gray levels of the watermarked
images into the same range. We show the original “lion” image and its watermarked version in
Fig. 7. Because of the nature of this paper, we feel obligated to avoid reprinting other’s images.
However, we list the numerical results of some standard images with our image in Table II. We
use different sets of filter banks to embed the watermark into different images. Because of the
truncation and the rounding up, the correlations obtained by the detection process will not be 1,

but close to 1 instead. From Table II, one can see our algorithm achieves perceptual invisibility.

Another point we want to address is that the embedded band should be hard for the coun-
terfeiters to find. Since the counterfeiters do not know our filter banks, the best thing they can

do is to generate their own filter banks using the same procedure and then decompose the wa-
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Fs .

(a) original watermark (b) rotated watermark

Fig. 6. Watermarks

(b) watermarked image

Fig. 7. Original and watermarked images
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TABLE 11

THE PSNR AND CORRELATION OF WATERMARKED IMAGES

Image | PSNR(dB) | Correlation
Lion 42.8 0.970
Lena 42.5 0.982

Barbara 42.2 0.987
Baboon 41.9 0.988
Goldhill 42.3 0.989
Peppers 41.8 0.986

Fig. 8. Bands LL5, LH5, HL5, and HH5 from the watermarked “Lion” image generated by random filter
banks

termarked image. We show the normalized image of bands LL5, LH5, HL5, and HH5, achieved
by this method from the watermarked “lion” image, tiled together in Fig. 8. One can see that
LL5 does not show extreme differences from the other three bands. Other images provide similar
results.

Robustness is very important to watermarking algorithms. The first test on our algorithm is

the robustness to noise. Two kinds of noise are tested. One is a zero mean Gaussian noise with
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TABLE III

THE ROBUSTNESS TO NOISE

Image Correlation Correlation

(Gaussian noise) | (S.&P. noise)
Lion 0.950 0.938
Lena 0.971 0.951
Barbara 0.971 0.955
Baboon 0.974 0.961
Goldhill 0.980 0.957
Peppers 0.975 0.960

TABLE IV

THE ROBUSTNESS TO HISTOGRAM EQUALIZATION

Image | Correlation
Lion 0.930
Lena 0.970

Barbara 0.972
Baboon 0.967
Goldhill 0.951
Peppers 0.957

118

variance 100 and the other is a 1% salt-and-pepper noise. The results are given in Table III and

demonstrate that our algorithm is robust to noise.

The watermarking algorithm should also be robust to image processing techniques. One com-

mon branch of image processing is histogram manipulation. The most popular method in this

branch is histogram equalization. In Table IV, we list the correlations computed from histogram

equalized watermarked images. From the results, one can see that our algorithm is robust to

histogram equalization.

Another popular image processing tool is the median filter, which can be considered as a case
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TABLE V

THE ROBUSTNESS TO MEDIAN FILTER

Image | Correlation

Lion 0.425

Lena 0.384

Barbara 0.501
Baboon 0.367
Goldhill 0.488
Peppers 0.413

of pixel permutation. The robustness to median filters is seldom addressed in watermarking
papers. However, the authors of [14] mentioned in their paper that pixel permutation will cause
serious problems for many watermarking algorithms because it destroys the synchronization. We
apply 3 by 3 median filters to our test images, and the corresponding correlations are given in
Table V. We can see that the correlations are much smaller than those in the previous cases.
However, most of them are above the 0.4 threshold. We also find out in our experiments that
the correlation values depend on the filter banks. For those images with smaller than threshold
correlation values, by changing the filter banks, the correlation may be larger than the threshold.
We think that this is enough to discourage the counterfeiters. Because they do not know the
filter banks, they cannot predict whether the median filter will bring the correlation value below
the threshold. If they just apply it blindly, there is a very large chance that they get caught. To
illustrate this point, we run 200 tests on the image “baboon”, which has the smallest correlation
in Table V. Each time, we randomly generate the filter banks, insert the watermark, perform
3 by 3 median filter on the watermarked image, and then perform the detection procedure on
the median filtered image. The range of the correlation values is from 0.352 to 0.818. However,
only six samples are below the threshold 0.4. The histogram of the test results is given in Fig.
9. Hence, in a sense, our algorithm is robust to median filters as well.

Another important issue mentioned in [14] is the robustness to geometric transforms, as a
lot of existing algorithms may not survive it. However, we think that in the context of digital

watermarking for ownership verification, it is reasonable to use the original image to align the
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RESULTS OF 200 ROBUSTNESS TO MEDIAN FILTER TESTS ON THE BABOON IMAGE
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Fig. 9. Histogram of 200 median filter tests on the “baboon” image

suspect image. Unlike subtracting the original image from the suspect image, this alignment will
not introduce any ambiguity. After the alignment, the suspect image will go through a geometric
transform, which will not introduce any new signal. A counterfeiter cannot argue that because
we rotate or shift his image, our watermark will appear in it. A very good method is presented
in [20] for geometric alignment of images. The watermarking algorithm is also required to be
robust to resampling and cropping. In the real world, if a owner suspects that somebody steals
his image and manipulates the image using a geometric transform, resampling and cropping,
he can align the images and try to detect his watermark. If he detects his watermark, he can
provide the suspect image, his private key for that image and the aligning parameters to the
legal authority for verification. In our experiments, we rotate the images 2 degrees clockwise,
up-sample them to 640 by 640 and then crop them to get off-center 610 by 615 images. The
final result of the “lion” image is given in Fig. 10. Then we use the method in [20] to align the
images. The aligned “lion” image is also given in Fig. 10. The corresponding correlation results
are given in Table VI. We realign each image individually, and the parameters returned from the
aligning algorithm are slightly different for each image. However, we can see that for all images,
the correlation results are much larger than the threshold.

Another desirable property of a watermark algorithm is robustness to image compression. We
test two popular compression methods on our algorithm. The first one is JPEG baseline. The
second one is JPEG2000. The bitrate, the PSNR with respect to the watermarked image, and

the correlation values are listed in Table VII. If the bitrate increases, the correlation values
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(b) realigned image

Fig. 10. Transformed and realigned images
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TABLE VI

THE ROBUSTNESS TO GEOMETRIC TRANSFORMS, RESAMPLING AND CROPPING

Image | Correlation

Lion 0.703
Lena 0.714
Barbara 0.776

Baboon 0.695
Goldhill 0.751
Peppers 0.767

will also increase. Fig. 11 shows both compressed “lion” images have noticeable degradation
in fine details. Other images show similar results. When an owner suspects that a compressed
image is an illegal copy of one of his images, he can perform the watermark detection process on
the image. If the compression ratio for the image is not very high, as shown by Table VII, the
correlation values will be larger than the threshold. If the compression ratio is high enough to
reduce the correlation values to be less than the threshold, the image details will have noticeable
degradation even if the most advanced compression methods, such as JPEG2000, are used. It
is easy to convince a jury that such degraded images cannot be the original images. The court
then can request the counterfeiter to submit a non-compressed version of his image. If the
counterfeiter cannot provide such image, then the case is solved. If the counterfeiter gives a less
compressed image that does not have noticeable degradation in fine details, then the correlation
value produced by the watermark detection algorithm from that image will be larger than the
threshold. Therefore, our algorithm is robust to compression.

A good watermarking algorithm should also have some resilience to counterfeit attempts. If
a counterfeiter somehow gains the knowledge of our decomposition structure and the band to
embed the watermark, one possible counterfeit attack is to set all coefficients of that band to
zero. However, it is unlikely that the counterfeiter will know the filter banks that we use to
embed the watermark. The only thing he can do is to use the same algorithm and randomly
generate his own filter banks. Then he uses those filter banks to decompose the image and set all

coefficients to zero in the corresponding band. However, because our filters have large sidelobes
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TABLE VII

THE ROBUSTNESS TO COMPRESSION

JPEG Baseline

Image | Bitrate(bpp) | PSNR(dB) | Correlation

Lion 0.32 28.8 0.502

Lena 0.26 33.9 0.404

Barbara 0.35 26.8 0.671

Baboon 0.50 24.0 0.661

Goldhill 0.28 29.0 0.599

Peppers 0.25 30.8 0.478
JPEG 2000

Image | Bitrate(bpp) | PSNR(dB) | Correlation

Lion 0.25 29.6 0.422
Lena 0.25 36.5 0.519
Barbara 0.25 28.6 0.517
Baboon 0.25 23.0 0.506
Goldhill 0.25 30.3 0.549
Peppers 0.25 33.0 0.453

(a) original image (b) JPEG baseline image (c) JPEG 2000 image

Fig. 11. Fine detail comparison
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TABLE VIII

THE RESILIENCE TO COUNTERFEIT ATTEMPTS

Image | Correlation

Lion 0.933

Lena 0.945

Barbara 0.882

Baboon 0.926
Goldhill 0.974
Peppers 0.971

as shown in Fig. 5, the watermark signal is distributed across all frequencies. Therefore, as Table
VIII shows, we can still detect the existence of our watermark using the original filter banks.

As shown from the above discussions, the precise knowledge of the coefficients of the original
filter banks, used for embedding the watermark, is very important. Hence arises the natural
question of whether it is possible to approximate the filter coefficients by exhaustive search. In
our example, for a counterfeiter to remove the watermark, he needs to know the first ten sets of
filters. (The last two sets are just used to make the watermark similar with adjacent bands.) The
easiest and most efficient way to approximate the filters is to approximate the P’'(z)’s. There
are ten P'(z)’s in our case. For each P'(z), a} and af are chosen freely while af = 0.5 — a) — a5.
One of the coarsest approximations is to approximate the a’s using a single digit. Since we force
a} < 0.2, the total possible number of polynomials in this case is

2 5—1t
O-> 1) =15 =5.7665 x 10" (14)
i=0 j=0

The number is very large. Therefore, the exhaustive search will be very computationally expen-

sive, if not impossible.

VI. CONCLUSIONS AND COMMENTS

In this paper, we first discuss the requirement for a practical digital watermarking system
for ownership verification. Then, we present an algorithm that meets the requirements. As

our experimental results have shown, the proposed algorithm achieves invisibility, robustness,
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resilience to counterfeit attacks, and provides private control of the watermark. The detection
process does not subtract the original image, hence avoiding ambiguity. The storage requirement
for the watermark and the size of overhead storage for the private keys are reasonable as well.

We claim that there are enough choices for watermark patterns. For example, if the watermark
is 16 by 16, the total possible patterns are 21616 = 1.1579 x 107". The legal authority can even
add some restrictions to the watermark patterns to make sure that there do not exist two very
similar patterns. In our experiments, we used a watermark whose size is the same as the selected
band. If the size of the watermark is smaller than the size of the selected band, we can always
increase the size of the watermark by padding minus ones. Also, by choosing the number of
decomposition levels wisely, we can make sure that the size of the watermark is never larger than
the selected band.

Another point that we want to mention is that our algorithm is designed for “natural” images.
Instead of pixel representation, the vector representation can be used for images of a graphic
nature (e.g. cartoons, charts, etc.). This makes it possible for the images to go through totally
different processing and compression procedures, which is beyond of the scope of this paper.

The proposed algorithm is relatively simple. However, similar to most algorithms, it requires
its user to have some knowledge of the basic ideas of the algorithm and the relative technical
background.

Although for simplicity, we choose orthonormal filter banks, biorthogonal filter banks may be
used based on the same idea. The authors of [21] and [22] have proposed algorithms to construct
1-D and 2-D biorthogonal filter banks from a given filter. The issue of what type of filters are used
in the algorithm is not important. To make the algorithm more robust to counterfeit attempts,
we need to create as many ways as possible to randomly generate perfect reconstruction filter
banks, which will increase the difficulty for counterfeiters to gain the exact knowledge of the
filters. Another possibility is to add a PN sequence to the coefficients instead of replacing a
certain band by a watermark pattern. In our future study, we will investigate these possible

extensions of our algorithm.
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